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PURPOSE AND APPLICABILITY

The purpose of this technical information (TI) concerns the delivery of the resultant data
from the Interagency Monitoring of Protected Rural Environments (IMPROVE). This
document describes the procedure for preparing and delivering data to the Cooperative
Institute for Research in the Atmosphere (CIRA)/Federal Land Manager Environmental
Database (FED), the Air Quality System (AQS) database, and the CSN and IMPROVE
Archive Database (CIA).

SUMMARY OF THE METHOD

The University of California, Davis (UCD) analyst prepares a delivery file of the
validated IMPROVE data sets using custom tools in the crocker R package. Data are
formatted into two FED formats and AQS format for delivery. The final data files are
checked for correctness and then submitted to CIRA/FED via the National Park Service
(NPS) and submitted to the Environmental Protection Agency’s (EPA) AQS database.
The Sample data are subsequently ingested into the CIA Database.

In addition, an unvalidated preliminary data set is to be processed and delivered to CIRA
as single format data file on a routine basis.

DEFINITIONS

e AQMT: Air Quality Monitoring Team.

e AQRC: Air Quality Research Center.

e AQS: EPA’s Air Quality System database.

e CSN and IMPROVE Archive (CIA) Database: A database of the complete record
of CSN and IMPROVE data coupled with a web-based visualization and analysis
tool.

e Chemical Speciation Network (CSN): EPA’s PM; s sampling network, with sites
located principally in urban areas.

e CIRA: Cooperative Institute for Research in the Atmosphere.

e crocker: A custom software package in the R language that contains the data
processing code used to produce, check, and post the final results.

e (CSV:acomma-separated value file that is the common format for delivery files.

¢ Energy Dispersive X-Ray Fluorescence (EDXRF): An analytical technique used to
determine the concentration of elements.

e Federal Land Manager Environmental Database (FED): a database of
environmental data managed by Cooperative Institute for Research in the Atmosphere
(CIRA)

e Hybrid Integrating Plate/Sphere (HIPS): An analytical technique for optical
absorption.
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e Interagency Monitoring of Protected Visual Environments (IMPROVE): Federal
PM2: s and PMo sampling network directed by the National Park Service, with sites
located principally in remote rural areas.

e IMPROVE database: A SQL Server database that is the central warehouse of
IMPROVE preliminary and final data at UCD.

e Method Detection Limit (MDL): A lower limit of detection specific to method of
analysis and reported parameter.

e NPS: National Park Service.

e PM: Particulate Matter. PM3 s is particulate matter with diameters 2.5 micrometers
(um) and smaller. PMy is particulate matter with diameters 10 pm or smaller.

e SQL: database management system used by AQRC.

e UCD: University of CA—Davis.

HEALTH AND SAFETY WARNINGS
Not applicable.

CAUTIONS

Not applicable.

INTERFERENCES

Not applicable.

PERSONNEL QUALIFICATIONS

The UCD Air Quality Research Center (AQRC) Data & Reporting Group staff assigned
to tasks described in this document have advanced training in database programming and
database management.

EQUIPMENT AND SUPPLIES

The hardware and software used for IMPROVE data ingest are described in the
associated UCD IMPROVE SOP #351: Data Processing & Validation.

PROCEDURAL STEPS

After Level 2 data validation is complete, the data files are submitted to CIRA, AQS, and
UCD CIA databases. The date of delivery is added to the AQMT Status IMPROVE
Timeline page at https://shiny.aqrc.ucdavis.edu/aqmtstatus/.

Submission to CIRA
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Export files for CIRA (FED) are created using the improve export fed and
improve_export_wide functions in the crocker package, in which the year, month, and
server for both functions are entered. The functions create “skinny” and “wide” versions
of the dataset, and both are submitted. To generate the “skinny” format export file, run
the following command in the R environment:

[FED] <- crocker::improve export fed(year = [YYYY], month = [MM], server =
'production’, write_file = TRUE)

To generate the “wide” format export file, run the following command in the R
environment:

[FED wide] <- crocker::improve export wide(year = [YYYY], month = [MM],
server = 'production’, write_file = TRUE)

By default, the write file argument is TRUE, so if a normal delivery file is created, no
extra step is needed.

The files are saved under U:\IMPROVE\FED Export, named
‘IMPROVE Data YYYY MM server’ and
‘IMPROVE WideData YYYY_ MM server’ (e.g.,

“IMPROVE Data 2017 02 production’), respectively. These files are compressed into a
zip folder and are emailed to the CIRA correspondent(s) as an attachment.

To export a subset of the data, in the file export code, set write file = FALSE. Instead of
writing the output file directly, the functions return the data frame to the user’s R
environment. Using the dplyr package functions, the user should filter the results to only
specific parameters and sites before writing the output. After creating the data frame with
the selected subset of data, use the write.csv function to export the custom file as follows:

write.csv(df, file = [ filename’], na = "-999', row.names = [FALSE], quote =
[FALSE])

The file name argument should specify the path to which you want to save the data as
well as other pertinent information regarding the contents of the file. The user can specify
the file name as a separate variable in their R environment before running the write.csv
function. An example of the filename variable is as follows:

filename <- paste0('U:/IMPROVE/FED Export/', IMPROVE Data_', year, ' ', month,

r !

! server, '.csv')

The following checks are performed on the skinny format files:
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e Open the CSV file and make sure the following columns exist: Id, Filterld,
Sampler, ObjectiveCode, SampleDate, Status, Parameter, Value, Uncertainty,
MDL, Unit, POC, ModuleTypeCode.

e Inthe CSV file, filter the Status column to ‘UN’ and review the parameters listed
in the Parameter column: only PM1o or PM; 5 should be listed. If non-mass
parameters are listed, inform the software group to fix the issue.

e For the BYISI site, a value for the fAbs parameter is not reported for the routine
module. To check this, filter the data in the Sampler column to ‘BYIS1” and ‘RT’
in the ObjectiveCode column, and select ‘fAbs in the Parameter field. Review the
data in the Value field and confirm values are reported as -999.

e For filters with pending analysis results, use the filter option in the CSV to select
the particular filter Id from the Filterld column and confirm the values for all
parameters for that filter are reported as -999 and only the ‘NS’ status is listed in
the Status column.

e In the Status column, click on the filter button and inspect the available statuses.
Make sure that the listed statuses are currently active.

The following checks are performed on the wide format files:

e Make sure the ‘UN’ status is only applied to the mass. This can be done by
opening the CSV file and using the find and search option for ‘UN’. Review the
results and confirm ‘UN’ is only listed under the columns named PM10_flag or
PM2.5 flag.

In the CSV file, spot check the number of rows per site equals the number of sample
dates in that month. For example, for the month of February, nine rows are expected.
Other months are expected to have 10 or 11 rows.

Submission to AQS
9.2.1 File Generation and Checks

AQS data export files are created using the improve_export_ags function in the crocker
package. To generate the AQS delivery file, run the following command in the R
environment:

[aqs] <- crocker::improve export aqs([YYYY], [MM], server = "production”, filename
= [NULL], action = [“keep ], site = [ XXXXX'], param = [NULL], del type = ["I"])

This command will generate a formatted text file suitable for AQS delivery containing all
data for the year (/YYYY]) and month (/MM]) and save to the location specified in
filename, with the default file name and path in the format of
‘[ags_path]/AQSResultsOutput [today] [year] [month] [server].txt’. A typical
command for routine monthly data delivery can be run as follows:
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aqs <- crocker::improve _export_aqs(2020, 04, ‘production’)

The function has the capability to generate an AQS delivery file down to the parameter
level (param) and/or particular site(s) (site). If action is specified as “keep”, only the
specified records are retained in the delivery file whereas “drop” will remove the
specified records. In addition to generating delivery files to add data to the AQS database,
the function can also be used to create delivery files to update or delete data within AQS
by specifying the del type. To display the helper documentation for the function, the user
can run ?improve _export_ags in the R Studio console.

Once the file has been generated, various checks should be performed by running the
following commands in R Studio:
e Check for existence of duplicate records:
duplicates <- find_duplicates(ags, c('StateCode’, 'CountyCode’, 'SiteID', 'POC",
'SampleStartDate’, 'AQSParameterCode’, '"AQSMethodCode'))

e Check the number of unique parameters:
if(count(unique(aqs[c("AQSParameterCode")])) == 45) {print('ok’)}

e Check for existence of records with null values and no null code:
noVal.null <- aqs %>% dplyr:filter(Value == "" & NullCode == "")

e Check for existence of records with non-null values and a null code:
null. noData <- ags %>% dplyr:filter(NullCode != "" & Value = "")

e Check for existence of records with a qualifier validity flag and a null code:
null. noData <- ags %>% dplyr: :filter(NullCode != "" & Qualifierl !="")

In addition to checking the data file for issues that would result in a failed AQS delivery,
the validator also reviews the data further to obtain information on the data set as a
whole. The validator can compare this with similar information from previous months of
data to determine if the current month of data is reasonable or if there is an unexpectedly
large increase in the number of invalid records, for example.

e Count the number of records with a null value and null code:
noData <- ags %>% dplyr::filter(NullCode != "" & Value == "")
e Count the number of invalid and valid records:

no.Nulls <- ags %>% dplyr::group by (NullCode)%>%
dplyr::summarise(n_nulls = n())%>% dplyr::arrange(n_nulls)

For each dataset, the data validator keeps a record of the null codes reported and the
number of records with each null code to put each month into context with previous
months of data. The log file is located at U\IMPROVE\Data Validation\Status change
list\AQS_null code count per month.xIsx.
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e After running the command above, the validator can confirm the total number of
invalid and valid records in the file matches the total number of records in the
dataset by running the following command: print(sum(no.Nulls$n_ nulls))

e Further, the number of invalid records (those with a null code) can be counted and
compared with the results from the check for existence of records with non-null
values and a null code:

no.Nulls.total <- no.Nulls %>% dplyr: :filter(NullCode !="")
print(sum(no.Nulls.total$n_nulls))

9.2.2 Submit Data to AQS

Once the checks have been completed, the data can be delivered to AQS. To submit batch
data files to AQS, open a web browser and navigate to the EPA Exchange Network
Services website, https://enservices.epa.gov/login.aspx (Figure 1). Use credentials to
login.

Figure 1. Login screen for the EPA’s Exchange Network Services Center website.

eXchange ‘ SERVICES CENTER e
Network
SERVICES CENTER .

The Exchange Network Services Center is a web-based tool designed to allow Exchange Network

- h Username:
users to easily send, gat, and download information from other partners on the network
Note: to access this tool, you must already have an Exchange Network user account assigned to Username is required
you Password:
Request an Account Password is required
Domain:

default v |Not sure?

, Login
. Eorqot Username or Password

Warning Notice

This application is part of a United States Environmental Protection Agency (EPA) computer system, which is for authorized use only. Unauthorized access or use
of this computer system may subject violators to criminal, civil, and/or administrative action. All information on this computer system may be monitored, recorded,
read, copied, and disclosed by and to authorized personnel for official purposes, including law enforcement. Access or use of this computer system by any
person, whether authorized or unauthorized, constitutes consent to these terms

EPA Home | Privacy and Security Notice | Contact Us

Following login, the home screen is accessed (Figure 2). For efficiency, add the AQS
service to the home screen My Quick Links bar; however, it is also possible to search for
the AQS submission form. To search, use the Go button of the Exchange Network
Services bar.
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Figure 2. Home screen of the Exchange Network Services Center website.

Home My Services Center Exchange Network Services News & Data Channels

My Quick Links Manage

MY SERVICES CENTER
» AGS

= Exchange Netwark

= Exchange Netwark Discawery Services (ENDS)
» Production CDiX Wb

EXCHANGE NETWORK SERVICES Check out our News Feed for the latest
. ' onwhat's happening with the Exchange
ol el & SLonlom ‘ - Network Services Center

CHANNELS

EB& Hore |

| Contact Us

Next, the option for a step-by-step guide and a search bar presented (Figure 3); type AQS
into the search bar.

Figure 3. Type AQS into the search bar.

m My Services Center Exchange Network Services News & Data Channels My Quick Links W

Lze either the Step-by-Step OR E xpress approach to send, get, or download information from the Exchange Metwork

CHOOSE
Guide Me Step-hy-Step {recommended for novice users) Express Request {recommended for advanced users)
Step 1: Choose the Type of Transaction to Perform Search for a Service by Keyword
0
@ Send inforrmation to a systern on the Exchange Mebwork | AQS | w
() Get information that is stored onthe Exchange Mebwork OR
() Dowmload adocument fram the Exchange Metwark. You must know Birwise our entire Services Directory

the Transaction 10 o Document |0 ta perfarm & download
| Browse Services Directory
() Execute atask on the Exchange Metwark

() Validate files symchronously on the Exchange Metwork

() validate files asynchronously on the Exchange Metwork

EEzHome | Brvacy and Security botice | ContactUs

The search results will show all available processes associated with the AQS system
(Figure 4). To access the AQS submission form, choose the service that has AQS Submit
specified in the Service Name field (usually the third option listed).
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Send |nfo AQS Process&lS0oc

Send |nfo ACS AQS Subrmit

Get Info AQS GetAQSRawDatalnsertByDate
Get Info AQS AQDEMonitorData

< Previous | 1 | Mesxt =

Service Description

CGlueries or Solicits the Raw Data for the
AQDE Flow. The return is an 2 ML file that
conforms to the AQIS ersion 2.0 Schema

Air Quality System Docurnent Submissions

AQS Submit: Send files to the Air Quality
Systern (AQS)

AQS - GetAQSRawDatalnsertByDate
Service

AQS - ADDEMonitorData Service

My Services Center Exchange Network Services News & Data Channels

Iy Guick Links W

Addd this pane to Wy Quick Links

Thig directory rung from Exchange Network Digcovery Service (EMDS) metadata. It requires the commitment of our Metwork to keep it up to date and useful. For
the BETA versian, the Services Directory containg only services that support Submit, Query, Solicit, and Download operations. Select the name of the Service

Node

MewerseyModeV1_Prod

MetMode?

WEMProd2.0

Iy

W

Service
Provider

MJDEP

S
Environmental
Protection
Agency

us
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Nevada
Diwision of
Environmental
Protection
(NDEF)
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State
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Fill out the submission form, specifying email address, AQS user ID, screening group
(IMPROVE), the file type (FLAT), the final processing step (POST), and whether to stop
on errors (YES). See Figure 5 for an example. Use the Choose File button to select the
file generated from the previous step. Press the SEND DATA button to submit the form.
Monitor progress of the data submission through the web portal. If the submission to
AQS is fully successful, no further actions are necessary; the data have been delivered.
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m My Services Center Exchange Network Services News & Data Channels
Express Request: AQS Submit

Select a Document to Upload (max. size 1 GB):

Choose File |No file chosen

Enter Sender's Email Address to Notify of

ion Status Changes:

AQS User ID:

Additional Data Flow Specific Information:
Group :

| IMPROVE

File Type :

| FLar

Final Processing Step :

‘ Post

Stop On Error :

Yes

» Provide information {; about this D

o 2

(Added to My Quick Links)

You are currently using the following Service:

Service Name
AQS Submit

Description
AQS Submit: Send files to the Air Quality
System (AQS).

Transaction Type
Submit

Dataflow
AQs

Node
NGNProd2.0

Publisher
U.S. Environmental Protection Agency

Click here for Additional service help

Select a different Service

My Quick Links W

Address Data Errors in AQS
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If there are data records that are considered by AQS as statistical evaluation issues or
critical review issues, the submission process will stop, despite there being no data errors.
The data will only have been staged in AQS and needs to be posted. The user will receive
two emails at the email address entered during the submission (Figure 5): one from
AQSDEYV and one from cdx(@epa.gov, which include details of the data submission. The
AQSDEYV email also includes other details such as links to the load report and statistical
and critical review report. Once the user has reviewed the emails to confirm the data are
ready to be posted as no row failed to load, the user should log into AQS directly to post
the relevant data.

To do this the user should follow these steps:

e Launch the AQS Application at https://www.epa.gov/ags and enter their AQS

credentials (Figure 6);

e Select the Screening Group Access option (Figure 7);

e Select IMPROVE (Figure 8);

e (o to Batch;

e Highlight the relevant row for the submitted file on the Process by File tab;

e C(Click on the ‘Post File’ button.


mailto:cdx@epa.gov
https://www.epa.gov/aqs
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Figure 6. EPA AQS Application login screen.

Figure 7. AQS screen after logging into the application; select the Screening Group Access option.
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Figure 8. AQS pop-up screen after selecting Screening Group Access; select IMPROVE screening group.

FA Select a Screening Group -[al =l
Select a Screening Group for this session:
Mame Type
_+ [[Pu2s sPECIATION |oTHER

[mpROVE| [oTHER
[

OK

Figure 9. AQS screen after selecting Batch from the options. Click on any field of the row for the file
which is to be posted. Files to be posted will show a Process Status of ‘LOAD-COMPLETED’ and the
Skip’d Monitors and Records Posted fields will be empty.

[% BATCH (Improve) =(olx]
Pracess by Fi\e?l Histary I
HISTORY AND STATUS LOAD POST
| ; | Recs  StatCR|
Submission Records Process Recs  Not Finding Records Skipd  Records
e (e Eme S e inFile  Date (las) Status Loaded Loaded Count toPost Monitors Posted
.| [20220224 1637 |AqsResultsOutput_20220224 [ 65160 [20220225 0025 [LoAD-COMPLETED [65160 [ 0 510 [eswe0 | |
[20220223 2010 |AqsResultsOutput_20220223 [ 79640 [20220224 0110 [POST-COMPLETED [79640 | o] 669 | o] o0 [79640
[20220215 14-29 |AqsResultsOutput_20220128| [ 72400 [20220215 1512 [POST-COMPLETED [72400 | o) 03 | o] o [72400
[20220215 13-29 |AqsResultsOutput_20220128| [ 72400 [20220215 1411 [POST-COMPLETED [72400 | o) 499 | o] o [72400
[20220215 1224 [AgsResultsOutput_20220128| [ 72400 [20220215 1313 [POST-COMPLETED [r2200 | o] 398 | o] o0 [f2400
[20220214 1911 [AgsResultsOutput_20220208 [ 72400 [20220214 1959 [POST-COMPLETED [r2400 | o] 495 [ o] o0 [r2400
[20220214 1748 [AqsResultsOutput_20220208)_ ... .___ __._| 79640 [20220214 1840 [POST-COMPLETED [79620 [ o] 370 | o] o0 [79640
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If there are data records with errors, the submission process will stop. Again, the user will
receive two emails. In the case of data errors, the AQSDEV email will also include a link
to a text file containing the records that failed to load. The user should review the data in
the text file along with the load summary and detail report to determine the cause of the
error and determine how to resolve the issue. Regarding the staged data in AQS, the
records that did not load can either be corrected directly in AQS or corrected externally
and a new data file be submitted through the process outlined in section 9.2.2. The
standard procedure at UCD is to correct the data outside of AQS and resubmit the file for
tracking and documentation purposes.
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Information on how to correct data in AQS can be found in the AQS User Guide
(https://www.epa.gov/sites/default/files/2018-07/documents/aqs_user_guide 2018 2.pdf,
from page 47) which can be found on the EPA’s AQS website at
https://www.epa.gov/ags. Select ‘AQS Users Guide’ under Documentation and select the
AQS User Guide PDF towards the bottom of the webpage.

In brief, to correct data externally and submit another file, the user first needs to delete
the data from AQS staging by following these steps:

e Navigate to the Correct option after logging into the IMPROVE screening group;
e Select ‘Raw’;
e Enter details of known records with issues
o For example several records for a particular Parameter Code may have
failed to load. In this case, enter the relevant Parameter Code in the
appropriate field.
e C(Click on the ‘Execute Query’ button.

Figure 10. AQS screen after selecting Correct -> Raw from the options, entering information on failed
records (e.g., Parameter Code), and clicking on the ‘Execute Query’ button.
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The data returned are from the AQS staging table and are those that have not yet been
loaded into AQS (e.g., Figure 10 shows records that failed to load for the Coarse Mass
parameter (code 86101)). The user should click on the down arrow and review the


https://www.epa.gov/sites/default/files/2018-07/documents/aqs_user_guide_2018_2.pdf
https://www.epa.gov/aqs
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information at the very bottom of the window to confirm the number of pulled records
matches what was expected. The user should verify these data are to be corrected and
click on ‘Delete All Selected’. This button will delete all records that were returned from
the query; the records do not all have to be selected.

If there are multiple types of issues, the user should repeat the steps outlined above until
all data that failed to load are deleted.

To correct the data, the user may need to fix the data directly using tools and techniques
described in UCD 351#C Data Validation, reprocess the data as described in UCD 351#B
Data Processing, generate another AQS file as described in section 9.2, and submit to
AQS.

Alternatively, if the data can be easily corrected in bulk, such as if the correction is to
change the Action Indicator to “I” from “U”, the user can utilize the records in the failed
records link in the AQSDEYV email. The user should click on the link to the text file,
which opens a web browser tab. The user should copy the data — except the last line of
the page that notes the number of records that were posted to the file — and paste in a text
file such as Notepad. The user can correct the data using ‘find and replace’ and save as a
new AQS file using the same naming convention as is used for regular files, with
additional information to note the contents of this particular file. The file can then be
submitted to AQS as a typical data file.

Submission to UCD CIA

The CSN/IMPROVE Archive (CIA) is a database of the complete record of CSN and
IMPROVE data coupled with a web-based visualization and analysis tool.

1. Open a web browser and navigate to the UCD CIA submission website,
https://cia-uploadportal.azurewebsites.net/ (Figure 11).

Figure 11. UCD CIA submission website home page.

CSN/IMPROVE Archive Source File Uploader ~ Home Ab:

Archive source file uploader

This web portal is for uploading source files for the CSN/IMPROVE data archive management system

© 2020 - CSN/IMPROVE Archive Source File Uploader

2. Click the Continue button in the center of the page.
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3. Specify the network of choice that you will be delivering the data for, which in
this case is IMPROVE. See Figure 12 for an example.

Figure 12. UCD CIA data submission details page.

CSN/IMPROVE Archive Source File Uploader ~Home About

Please specify network and select source file
Select Network:

DCSN

@® IMPROVE

Select Source File:

Browse...

Click continue to submit and validate source file

SUBMIT }\Ca”@‘

© 2020 - CSN/IMPROVE Archive Source File Uploader

4. Click Browse and select the file generated/submitted successfully to AQS.

5. Once the file is selected, click Submit; the next page will indicate if the
submission was successful.

Note that the CIA upload portal will only accept files with a single action indicator. Most
initial delivery files have only one action indicator (I - ingest). But the redelivery files can
have more than one action indicator. If the upload fails, the file needs to be separated
based on the action indicator and uploaded separately.

9.4  Add Data Delivery Dates Delivery Dates to AQMT Status Page

After delivering data to CIRA, the user should perform the following steps:
1. Add the IMPROVE delivery dates to the IMPROVE Timeline on the AQMT
Status page (https://shiny.aqrc.ucdavis.edu/agmtstatus/).
2. After accessing the web page, go to the IMPROVE Timeline' tab (Figure 13) and
click on the Edit Dates button.



https://shiny.aqrc.ucdavis.edu/aqmtstatus/
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Figure 13. ‘IMPROVE’ Timeline tab on AQMT status page.
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3. Select the sample month and add the delivery date and click on the Add button
(Figure 14).

4. After adding the file delivery date, confirm that a tick mark is added to the
timeline for the month.

Figure 14. File submission date update window.

Record or replace delivery date
Sample Month

2021-01-01

Date

2022-02-18

Cancel Add

9.5 Submission of Preliminary Data to CIRA

An unvalidated preliminary data set will be delivered to CIRA every month. Preliminary
data differ from validated data in several ways:

e Validation has not been performed or is incomplete.
e Blank corrections are estimated from past data.



DocuSign Envelope ID: D2A7C4FB-A926-4DD1-ACCD-8F4006E289EF

Data Delivery

UCD TI #351D, Version 1.0
October 4, 2022

Page 20 of 23

e MDL and uncertainty values are not calculated or reported.
e Statuses may include those used for internal validation purposes only and
are not delivered in final data.

9.5.1 File Generation

The improve_export_preliminary function in the crocker package is used to create the
preliminary data export file. To generate the preliminary delivery file, run the following
command in the R environment:

[preliminary data] <- crocker::improve export preliminary(start year=[YYYY],
start_month= [MM], end year=[YYYY], end month=[MM], server = 'production’,
write file = FALSE)

The argument start_year is the numeric Year of the first sample month to process and
start_month 1s the numeric month of the sample month to process. To determine the
starting Year and Month to process, visit the IMPROVE timeline tab on the AQMT status
page as mentioned in section 9.4 (https://shiny.agrc.ucdavis.edu/agmtstatus/) and look for
the last month of data that was delivered to CIRA, AQS, and CIA. The start year and
month of preliminary data to be processed and delivered will then be the month after that.
The argument end_year is the numeric Year of the last sample month to process. The
end_month 1s the numeric Month of the last sample month to process. To determine these
end dates, the IMPROVE timeline tab can be reviewed again. The most recent month
with completed ‘GRAV”’ analysis can be used as the end date for processing and
delivering the preliminary data, however gravimetric analysis does not have to be
completed to run preliminary processing.

By default, the write file argument is FALSE. If the write file argument is not specified
or set to FALSE, but the function is assigned to a variable then the command generates a
data frame containing all data for the year and month range. The user can review the data
in their R environment. If the write file argument is set to TRUE, a delivery file in CSV
format will be saved to U:/IMPROVE/FED Export/Preliminary/, named

‘IMPROVE Preliminary Unvalidated YYYY-MM-DD’ (e.g.,

IMPROVE Preliminary Unvalidated 2022-05-05"), where YYYY-MM-DD is the date
the file was created.

At the time of processing, many analyses will be incomplete. When running the code,
warning messages for missing analyses along with other usual validation messages will
be printed to the R console. These warnings will not interrupt the processing. The user is
not to act on these messages. However, if the processing stops because of an error, the
user is to inform the Software Group about the issue.

Once the data frame is generated, review the ‘SampleDate’ column to confirm all
expected months are included. If data for any months are missing, especially the more
recent months being queried, it could be because processed flows do not exist for those
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DocuSign Envelope ID: D2A7C4FB-A926-4DD1-ACCD-8F4006E289EF

10.

10.1

Data Delivery

UCD TI #351D, Version 1.0
October 4, 2022

Page 21 of 23

samples. The status of processed flows can be checked with the Data & Reporting Group
Manager or the Sample Handling Laboratory to determine if the flow can be processed
for the missing months and subsequently proceed with re-processing and delivering the
data. If the flow cannot be processed for more recent months, only report data through to
the last month of data that was processed for flow. If the flow data can be processed, use
the SQL query or the improve process flow function in R as described in Section 9 of
IMPROVE TI 351B_Data Processing to derive the daily average flow rate and elapsed
time (ET).

Once the data have been finalized, the data frame can be saved into a CSV file by running
the following command in the R environment, where YYYY-MM-DD in the file name is
the date the file was created:

write.csv(preliminary data,’ U:/IMPROVE/FED
Export/Preliminary/IMPROVE_Preliminary Unvalidated YYYY-MM-DD.csv')

A typical command for standard monthly data delivery can be run as follows:

preliminary _data <- crocker::improve_export preliminary(2021, 05, 2021, 12, server
= "production”, write file = TRUE)

Once a file has been generated, the user is to compress the CSV file into a zip folder and
email to the CIRA correspondent(s) as an attachment.

DATA AND RECORDS MANAGEMENT

The IMPROVE data are stored in Microsoft SQL Server Databases at UC Davis. The
production database is run on a dedicated Windows Server with a RAID array for storage
and with offsite backups. Our development and test database environments are virtual
machines. To test back up recovery, our development and testing environments are
regularly restored from the production backups.

Data management is handled through custom software that interfaces with the UCD
IMPROVE database. The primary applications for data ingest and management were
developed on the .NET platform. Data processing and calculations were developed as R
software packages. In addition, to support data validation and operational monitoring,
several interactive visualizations have been developed using the R Shiny platform.

Disaster Recovery Plan

The scope of recovery activities will depend on the nature of the disaster. Please refer to
UCD IMPROVE SOP #351: Data Processing and Validation for specific information.
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10.1.1 Facility Recovery

Private security services patrol the laboratory building on a regular basis (including
nights, weekends, and holidays). In addition, campus facilities and maintenance staff are
on call at all times.

Databases, file servers, and web server virtual and dedicated machines operate primarily
out of the Metro IT data center in Hoagland Hall on the UCD campus. Metro IT has a
highly-available, disaster recoverable virtualization environment. Weekly backups of the
virtual hard drives are taken offsite and stored in the Campus Data Center. In the event of
a disaster in Hoagland, critical machines will be mounted at the Campus Data Center.
The Drew Avenue laboratory is directly connected to the main campus internet. In the
event that connection is disrupted (such as through a construction accident), connections
will be switched to a local backup server until service can be restored.

10.1.2 Hardware Recovery Plan

The campus network of IT Administrator staff allows for rapid response to server failure
and recovery issues.

10.1.3 Software and Data Recovery Plan
10.1.3.1 UCD Laboratories

Raw and processed analysis data produced with the UCD laboratories are saved and
available for use at any time on the computers associated with each instrument,
including the PANalytical Epsilon 5 EDXRF, MTL Automated Weighing System
(gravimetric mass), Hybrid Integrating Plate and Sphere (HIPS).

Operational flow rate information from samplers in the field is automatically
transferred nightly to a file processing server. As a backup, the flow data are stored on
SD cards and delivered to the sample handling lab along with the exposed filters.

Data from all analyses, along with the flows, are scheduled to automatically transfer to
a central Microsoft SQL Server database located at a data center on the UCD campus.
Differential backups are performed daily, and full backups are performed weekly.

10.1.4 Data Security

UCD access policies: Access to databases and computers associated with this project is
limited to authorized project personnel by use of access control lists for files, programs,
and database access. Access to laboratory and office space is controlled by keycards.
Password policies: Unique passwords are issued to each employee by the UCD campus
system administrator. Password integrity is monitored by the UCD campus system
administrator.

Termination policies: System access is revoked for terminated personnel. The IT
Administrator disables domain accounts and passwords upon termination of employment.
Virus protection: Microsoft Endpoint Protection is used for virus scanning and
protection. All staff are required to complete annual cyber security awareness training.
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11. QUALITY ASSURANCE AND QUALITY CONTROL

11.1 Code Development

Software for data management, processing, and validation is developed in-house by
professional software engineers. Source code is managed through a code repository.
Development of code changes and new applications is conducted on a development
environment that parallels the production environment. Prior to deployment in
production, all code changes undergo testing within a separate test environment. The
testing, which is conducted by developers, managers, and users, is targeted both at the
identification of software bugs and the confirmation of valid data equivalent to the
production system.

11.2 Bug Reporting

Software bugs and data management issues are tracked through JIRA tracking software.
All UCD users have access to an internal JIRA website and can submit, track, and
comment on bug reports.

11.3 Data Validation

Data integrity is enforced within the UCD IMPROVE database via unique primary keys
and non-nullable records. Data completeness and data quality are thoroughly checked
through the data validation process, as described elsewhere in this SOP.

12. REFERENCES

Not applicable.
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